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Network Configuration Errors Are Common

Massive Microsoft 365 outage caused by WAN router IP change
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Configuration Verification Can Ensure Correctness
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(Reachability, loop-free, ...)

Network
Configurations

Weighted Graphs

assert r1_out.preifx > 10.0.0.0

assert rl_out.prefix £192.1.0.0
assert r1_best.valid = r1_out.lp =120
assert rl_best.valid = r1_out.ad = 20

SMT formula 3



Limitation of Existing Techniques

| Simulation-based |

Batfish (NSDI ’'15)
Hoyan (SIGCOMM "20)
SRE (SIGCOMM "22)
DNA (NSDI ’22)

cannot handle multiple
convergences

| Graph-based |

ARC (SIGCOMM ’16)
Tiramisu (NSDI '20)

cannot model complex
protocol features

| SMT-based |

Bagpipe (OOPSLA ’16)
Minesweeper (SIGCOMM ’17)
BiNode (INFOCOM ’20)

cannot scale



Limitation of Existing Techniques
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This paper aims to solve



Motivation

An SMT SAT /
verification formula UNSAT 0)
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Our Approach: NetSMT

NetSMT
Conf A simplified SMT
ontiqgs 1fi i
gS == Encoder |Vverification formula
Invariant =—=p N

—  Planner =— UNSAT 0)

SMT
Variable & assignment Solver > D‘
exploration order
Operator

Network domain knowledge
(control flow, topology, operation intent)

Using network domain knowledge to guide the SMT solving




SMT-based Verification

Network model example
(route selection)

(bestg =In,g vV best = ing)

A bestg < in,g A bestg < ingg
bests (S D

- (B)
inge B/ 10.0.0.0/24

SMT formula: N A =P
Goal: search a satisfiable variable assignment
(a stable data plane that violate the invariant) ;



Key Insight

Example: V1A-V2 AV3
Search tree

UNSAT SAT
Guide the search process with network domain knowledge
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Guide Variable Exploration Order

Vi| | V2 ‘
Decision| |V2]| |V3 ‘ ‘
level

Wl o OO
v
OO0 0000 0C

Which Boolean variable should be explored first?




Guide Variable Exploration Order

if out,.prefix == 10.0.0.0/24
then

S 4 —_ i
inAS.Ip 100 V3 2% =16 assignments
in,..med =100 Va4

in,c.valid = true V1 /1, SAT
in,,.comm910 = true V2

15 = UNSAT

(Pruned by first explore branching variables)

[l Guideline 1 : All branching variables are prior to other variables.

[1] Chen J, He F. Control flow-guided SMT solving for program verification. ASE 2018.
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Guide Variable Exploration Order

Intuition: simulate the flooding behavior of BGP
Example: explore iny, before in,

@ iNp,

© 3 5 @
B
@\f 10.0.0.0/24

Guideline 2: Branching variables whose residing router is closer
to the destination are explored first
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Guide Variable Exploration Order

Intuition: simulate BGP Route Processing Procedure
best Example: in < best < out

out In

out_filter in_filter

path selection

Guideline 3: For branching variables residing in the same router,
order them based on route announcement type

13



Guide Assignment Exploration Order

Decision
level

V1

V2

V3

UNSAT

V1= true ‘ V1= false

SAT

Boolean variables should be assigned true or false?
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Guide Assignment Exploration Order

Intent: S can reach 10.0.0.0/24
Example: assign in,. and iny, to true

S D

B)
B/ 10.0.0.0/24

Guideline 4: For branching variables, we prefer the value
assignment that is consistent with operating intent.
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Guide Assignment Exploration Order

Intent: S can reach 10.0.0.0/24
suspicious error: router S deny routes
Example: assign in,. to false

B 10.0.0.0/24

Guideline 5: For branching variables that reside in the suspicious error
routers, we prefer the assignment that is contrary to intent
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Simplify SMT formula encoding

if outy,.prefix == 10.0.0.0/24 Invariant: S can reach 10.0.0.0/24
then

inp,.valid = true
inp,.comm910 = true
inp,.comm920 = out,,.comm920

else if outy,.prefix == 10.1.0.0/24
then
inp,.valid = true - Pruned due to irrelevance to the invariant
inp,.comm910 = out,,.comm910
inp,.comm920 = true

Prune unrelated configurations based on the invariant
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Simplify SMT formula encoding

local-preference can only be assigned to

router > 50, 200, 100 (default)
policy Ato S:
if community ==910

set local-preference 50 0, 2321
if community == 920

deny
policy B to S:
if community ==930

set local-preference 200 0L 1 221
if community == 940

permit

Replace the concrete value with the abstract value



Evaluation

* Implementation

* Implement guided SMT solving based on 7Z3-4.12.2

 Implement SMT formula simplification based on Minesweeper

* Experiment Setting

 WAN (34 to 755) and DCN (Fat-tree, k = 4~20) topologies

e Synthesized configurations

* Properties: Pair-wise reachability/isolation with/without k failure, forwarding
table computation

 Compared with Minesweeper (SIGCOMM ’17) and BiNode (INFOCOM "20)
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Evaluation

Verification Time (s)

'—I
<
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 WAN topology: 34-755 nodes
 NetSMT offers up to 215.8x acceleration

103 i

102_

1014

REHN ARH BIC ESM LAT CUS CIT USC COG CD

—~ 10*
-  — a
i Mlnesweeper. S 0 107
=== NetSMT w/o simplification j‘-"‘ﬂ E
NetSMT w/o guidance AT = 5
—t— NetsSMT e - 1°
L
= 10%
m
U
= 107
|
(]
2 107!

(a) reachability and isolation

€L LDTC TCCL KDL

— 1|:|1
n
. e L

== Minesweeper O 107
=== NetSMT w/o simplification E
NetSMT wjo guidance A o

9 = [l 102_
== NetSMT -
°

= 10
T
U

& 10%
Gt c
Qo

> 101

REN ARH BIC ESHM LAT CUS CIT USC COG €D CL LDTCTCCL KDL

(b) reachability and isolation with k-link-failure
Fig. 7. The SMT verification time on the satisfiable benchmarks on WAN.

compared to Minesweeper
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Fig. 9. The SMT verification time on the unsatisfiable benchmarks on WAN.
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Evaluation
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(a) reachability and isolation
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(c) forwarding

Fig. 10. The SMT verification time on the satisfiable benchmarks on DCN.
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Fig. 12. The SMT verification time on the unsatisfiable benchmarks on DCN.
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Evaluation

106 _

[
o
o

104 _

Guided SMT Solving
= =
* <

=
o
=

(]
o
=]

* sat
X unsat

10° 10! 102 10° 104 105 10°
Original SMT Solving

(a) number of conflicts on WAN
Fig. 8. Number of conflicts on all benchmarks.

NetSMT can find the satisfiable assignment with less conflicts
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(b) number of conflicts on DCN
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Conclusion

* NetSMT: a SMT-based CPV
* Guide variable & assignment exploration order
* Simplify SMT verification formula

* Extensive evaluation

* Open-source

* https://github.com/sngroup-xmu/NetSMT
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https://github.com/sngroup-xmu/NetSMT
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