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Access Control Policy Configuration Errors Are Common
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Policy Verification Helps Prevent Misconfigurations
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Access Control Policies

Property

SMT formula SMT Solver
(e.g., Z3, CVC5)

or

Verification
Result

Existing works use SMT-based verification to check whether 
access control policies satisfy desired properties.

ZELKOVA (FMCAD ’18, CAV ’22)
Block Public Access (FSE ’20)
QUACKY (ICSE ’22)



Challenge: SMT Verification at Scale
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Access Control Policies

Property

SMT formula SMT Solver
(e.g., Z3, CVC5)

or

Verification
Result

Existing tools lack the efficiency needed to support billions 
of SMT queries per day[1].

Low efficiency

[1] Rungta, N. “A Billion SMT Queries a Day (Invited Paper)”. CAV’22



Motivation: SMT Formula Encoding Redundancy
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Access Control Policies

Property

SMT formula SMT Solver
(e.g., Z3, CVC5)

or

Verification
Result

Existing works encode redundant constraints without 
considering their relevance to the verification property.

Redundancy



Our Approach: LEOPARD
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Optimizing logical encoding to accelerate policy verification.



Cloud-based Access Control Policy
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Principal

•Effect: Allow or Deny the request

•Principal: Who makes the request

•Action: What operation is performed 

•Resource: Which resource is targeted

•Condition: Under what conditions it applies

Resource

Action

Condition

Request

Effect

Access control policies define who can perform which actions 
on which resources.



Cloud-based Access Control Policy
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Policy X: 

Allow all users to get objects from the bucket

Deny users whose UserId does not match 

EXAMPLEID:* to get objects from the bucket

Policy Example

Policy Y: 

Allow all users to perform all actions on the 

bucket



Cloud-based Access Control Policy
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Default constraints define which requests are considered valid 
by the cloud platform.

Actions Resources
GetObject

examplebucket/*
GetBucketPolicy

PutBucketAcl
PutBucketCors

Action Table Example

String Length
UserId (0, 64)

UserName (0, 64)
AgencyId (0, 64)

AgencyName (0, 64)

String Table Example



Logical Encoding for Access Control Policy
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Policy Encoding: 

A request is allowed if it satisfies any Allow 

statement and does not match any Deny 

statement.

Statement Encoding: 

A request matches a statement if the principal, 

action, and resource each match, and all 

conditions are satisfied.



Logical Encoding for Access Control Policy

11

𝒂𝒂 = “𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮” ∧

"𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞/" 𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑 𝒓𝒓 ∧

¬(𝒂𝒂 = “𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮” ∧

"𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞/" 𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑 𝒓𝒓 ∧

∧ ¬("𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬𝑬: " 𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑 𝑼𝑼𝑼𝑼𝑼𝑼𝑼𝑼𝑼𝑼𝑼𝑼))

Policy X SMT encoding of Policy X

"𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞𝐞/" 𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑𝒑 𝒓𝒓

Policy Y SMT encoding of Policy Y



Logical Encoding for Default Constraints
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Action Table Encoding: 

An action–resource pair must match an 

entry in the Action Table.

String Table Encoding: 

A string field must satisfy its type-specific 

length range.



Logical Encoding for Default Constraints
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Actions Resources
GetObject

examplebucket/*
GetBucketPolicy

PutBucketAcl
PutBucketCors

Action Table Example SMT encoding of Action Table

SMT encoding of String Table

String Length
UserId (0, 64)

UserName (0, 64)
AgencyId (0, 64)

AgencyName (0, 64)

String Table Example



Logical Encoding for Verification Problem
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SMT formula: ( 𝑃𝑃𝑋𝑋 ∧ ¬ 𝑃𝑃𝑌𝑌 ∧ 𝐷𝐷 )
Result: If unsatisfiable, the property holds: PX ⇒ PY .

PYPX

PY is the trusted zone 

PX is the trusted zone 

Safety: ensure PX  does not 

allow any untrusted request

Availability: ensure PY  does not 

deny any legitimate requestProperty: PX ⇒ PY
(i.e., all requests allowed by 

PX must be allowed by PY) 



Observation: Redundancy in Default Constraint Encoding 
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Existing works encode redundant constraints into the SMT formula.

Default Constraint: 𝐷𝐷  Property: 𝑃𝑃𝑋𝑋 ∧ ¬ 𝑃𝑃𝑌𝑌

SMT formula: ( 𝑃𝑃𝑋𝑋 ∧ ¬ 𝑃𝑃𝑌𝑌 ∧ 𝐷𝐷 )

Encode all constraints



Structural Redundancy

16

Constraints are structurally redundant if they have no dependency 
on variables used in the verification property.

Policy encoding Default constraints encoding



Semantic Redundancy
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Policy encoding Default constraints encoding

Constraints are semantically redundant if they are unsatisfiable 
under the variable values fixed by the verification property.



Structure-based Pruning
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Perform dependency analysis to prune default constraints that 
have no dependency on variables used in the verification property.

resource

action

UserId

AgencyName

Property-related variables

AgencyId

UserName

Irrelevant variables



Semantic-based Pruning
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Remove actions that are semantically invalid under the property’s 
constraints.

𝒂𝒂 = “𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮”

𝒂𝒂 = "𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮𝑮"

𝒂𝒂 = “𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷”

𝒂𝒂 = "𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷𝑷"

Semantically invalid actions

Allowed actions



Combined Pruning Yields Significant Simplification
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Structure-based Pruning

Semantic-based Pruning

The SMT formula is significantly simplified by pruning redundant 
constraints, while preserving correctness.



Evaluation
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• Experiment Setting

• Datasets: 2 synthesized datasets from AWS and a large cloud provider.

• Properties: binary and quantitative analysis.

• Metric: solving time before and after pruning.

• Baseline: advanced SMT solvers (Z3, Z3str3RE, OSTRICH, ABC) and the 

state-of-the-art tool QUACKY for quantitative analysis.
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A significant portion of formulas can be pruned: 
45% in Dataset1 and 61% in Dataset2.

Evaluation 
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Dataset1 binary analysis

Evaluation

1.69x 2.93x 1.26x

Consistent 
Speedup

Significant 
Pruning
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Evaluation

2.16x 2.77x 3.08x

Dataset2 binary analysis

Consistent 
Speedup

Significant 
Pruning
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Evaluation

Dataset1 quantitative analysis

1.96x 15.45x



Conclusion
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• LEOPARD: a method to accelerate access control policy 

verification via logical encoding optimization

• Structure-based Pruning

• Semantic-based Pruning

• Extensive evaluation
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